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DETAILED ACTION 

1. This action is responsive to communication: amendment filed on 21 April 2006, with 
acknowledgement of an original application filed on 21 July 2000. 

2. Claims 1, 2, 4-29, and 31-50 are pending, claims 1, 17, and 28 are independent claims. 

3. The IDS submitted 21 April 2006 has been considered. 

Claim Objections 

4. Claims 1 and 28 are objected to because of the following informalities: the words 
'releasably coupleable' are misspelled. Appropriate correction is required. 

Specification 

5. The disclosure is objected to because of the following informalities: the word 
'coupleable' is misspelled. Appropriate correction is required. 

Claim Rejections - 35 USC § 112 

6. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter which the applicant regards as his invention. 

7. Claims 1 and 28, as well as their dependent claims 2, 4-16, 43-46 and 29-41 are rejected 
under 35 U.S.C. 112, second paragraph, as being indefinite for failing to particularly point out 
and distinctly claim the subject matter which applicant regards as the invention. Examiner can 
find no reference in the specification for 'releasably coupleable' the closest explanation provided 
appears on page 11, lines 22-30, in which the IRD 132 is communicatively coupleable (spelling) 
to a conditional access module (CAM) 406. 
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Continued Examination Under 37 CFR LI 14 

8. A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1 .17(e), was filed in this application after allowance. Since this application is eligible 
for continued examination under 37 CFR 1 . 1 14, and the fee set forth in 37 CFR 1 .17(e) has been 
timely paid, prosecution in this application has been reopened pursuant to 37 CFR 1.1 14. 
Applicant's submission filed on 3 1 May 2005, fee has been entered. Examiner notes the search 
was updated due to the filing of the RCE; therefore prior art used in the below rejection was not 
publish at the time (18 January 2005) when this application was previous allowed. 

Claim Rejections - 35 USC §103 

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject matter 
sought to be patented and the prior art are such that the subject matter as a whole would have 
been obvious at the time the invention was made to a person having ordinary skill in the art to 
which said subject matter pertains. Patentability shall not be negatived by the manner in which 
the invention was made. 

10 Claims 1, 2, 15, 17, 18, 25, 26, 27, 28, 29, 36, 40, 41, and 43, are rejected under 35 
U.S.C. 103(a) as being unpatentable over 'Okabe et al. US Patent No. 6,889,208 
(hereinafter c 208). 

As to independent claim 1, "A method of storing program material in a media 
storage device communicatively coupled to a receiver for subsequent replay, comprising 
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the steps of: (a) accepting encrypted access control information and the program material 
encrypted according to a first encryption key in the receiver, the access control information 
including a first encryption key and control data" is taught in '208 col. 7, lines 13-25; 

"(b) decrypting the received access control information in a conditional access 
module releaseably coupleable with the receive to produce the first encryption key; (c) 
decrypting the program material using the first encryption key" is shown in '208 col. 7, 
lines 33-35; 

"(d) re-encrypting the program material according to a second encryption key; 
and" is disclosed in '208 col, 7, lines 34-38; 

the following is not explicitly taught in '208: "(e) encrypting the second encryption key 
according to a third encryption key to produce a fourth encryption key; (f) providing the 
re-encrypted program material and the fourth encryption key for storage" however '208 
teaches "various means to incorporate a means of tracking the number of copies made of the 
content in col. 3, line 64 through col. 4, line 28; in addition '208 teaches "As shown in FIG. 3, 
the transfer control data contain four bits . . . representing a transfer generation number (a copy 
generation number) . . . Each time transferring or copying contents data is executed, the transfer- 
source player or apparatus (the copy-source player or apparatus) processes the transferred data or 
the copied data so that the number represented by the transfer-generation-number data piece is 
decremented by "1 ". When the transfer-generation-number data piece reaches "0000", 
transferring or copying contents data is prohibited. For example, the transfer-source player or 
apparatus (the copy-source player or apparatus) is disabled by the transfer-generation-number 
data piece being "0000" in col. 8, line 47 through col. 9, line 3. As well '208 teaches "The 



Application/Control Number: 09/620,772 Page 5 

Art Unit: 2134 

player 6a recovers original contents data by decrypting the encryption-resultant contents data. In 
addition, the player 6a generates other secondary encryption-resultant playback key data (third 
encryption-resultant playback key data) which will be used for data transfer or data copying to 
another player" in col. 7, lines 34-38 it is obvious by the text "other secondary encryption- 
resultant playback key data (third encryption-resultant playback key data) which will be used for 
data transfer or data copying to another player" that as long as the transfer-generation-number 
contained in the header is not "000" that a new encryption key will be generated and included in 
the 'encryption-resultant playback key data'. As well '208 teaches "step S34 subsequent to the 
step S3 3 encrypts the primary encryption-resultant playback key data into other secondary 
encryption-resultant playback key data or third encryption-resultant playback key data in 
response to the ED of the copy-destination player (the transfer-destination player) 6b. A step S3 5 
following the step S34 transmits the encryption-resultant contents data and the secondary 
encryption-resultant playback key data (generated by the step S34) to the copy-destination player 
6b. The customer's player 6b recovers the original contents data as the customer's player 6a does 
(see FIG. 9). After the step S3 5, the current execution cycle of the program segment ends. The 
customer's player 6a is designed to upload the transfer control data representative of the transfer 
generation number (the copy generation number) to a host side each time the transfer generation 
number is updated " in col. 12, lines 25-48, this obviously would mean that each time the transfer 
generation number, and the encryption-resultant playback key data is updated, another key is 
generated, i.e. 'fourth encryption key', then fifth, sixth, etcetera. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the method of protecting digital content used in distribution taught in '208 to include a 
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controlling the number of copies generated by generating a new encryption key. One of ordinary 
skill in the art would have been motivated to perform such a modification because it is desirable 
to manage copyright data see '208 (col. 1, lines 39 et seq.) "It is desirable to prevent contents 
data from being transmitted and downloaded to an illegal customer's player. Even in the case 
where contents data have been transmitted and downloaded to a legitimate customer's player, it is 
desirable to manage copying the contents data for copyright". 

As to dependent claim 2, "wherein the encrypted access control information further 
comprises temporally-variant control data, and the method further comprises the steps of: 
decrypting the received access control information to produce the temporally variant 
control data; and modifying the temporally variant control data to generate temporally- 
invariant control data" is taught in '208 col. 7, lines 13-25. 

As to dependent claim 15, "wherein the control data is temporally-variant" is 
disclosed in '208 col. 7, lines 35-38. 

As to independent claim 17, "An apparatus for: storing program material encrypted 
according to a first encryption key for replay, comprising: a conditional access module, for 
accepting encrypted access control information including the First encryption key and 
temporally-variant control data" is taught in '208 col. 7, lines 13-25; 

"the control access module comprising a first decryption module, for decrypting the 
access control information to produce the first encryption key" is shown in '208 col. 7, 
lines 33-35; 

the following is not explicitly taught in '208: 
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"a first encryption module, for encrypting a second encryption key with a third encryption 
key to produce a fourth encryption key; and a second decryption module for decrypting 
the fourth encryption key to produce the second encryption key" however £ 208 teaches 
"various means to incorporate a means of tracking the number of copies made of the content in 
col. 3, line 64 through col. 4, line 28; in addition '208 teaches "As shown in FIG. 3, the transfer 
control data contain four bits . . . representing a transfer generation number (a copy generation 
number) . . . Each time transferring or copying contents data is executed, the transfer-source 
player or apparatus (the copy-source player or apparatus) processes the transferred data or the 
copied data so that the number represented by the transfer-generation-number data piece is 
decremented by "1 ". When the transfer-generation-number data piece reaches "0000", 
transferring or copying contents data is prohibited. For example, the transfer-source player or 
apparatus (the copy-source player or apparatus) is disabled by the transfer-generation-number 
data piece being "0000" in col. 8, line 47 through col. 9, line 3. As well '208 teaches "The 
player 6a recovers original contents data by decrypting the encryption-resultant contents data. In 
addition, the player 6a generates other secondary encryption-resultant playback key data (third 
encryption-resultant playback key data) which will be used for data transfer or data copying to 
another player" in col. 7, lines 34-38 it is obvious by the text "other secondary encryption- 
resultant playback key data (third encryption-resultant playback key data) which will be used for 
data transfer or data copying to another player" that as long as the transfer-generation-number 
contained in the header is not "000" that a new encryption key will be generated and included in 
the 'encryption-resultant playback key data'. As well '208 teaches "step S34 subsequent to the 
step S3 3 encrypts the primary encryption-resultant playback key data into other secondary 



Application/Control Number: 09/620,772 Page 8 

Art Unit: 2134 

encryption-resultant playback key data or third encryption-resultant playback key data in 
response to the ID of the copy-destination player (the transfer-destination player) 6b. A step S3 5 
following the step S34 transmits the encryption-resultant contents data and the secondary 
encryption-resultant playback key data (generated by the step S34) to the copy-destination player 
6b. The customer's player 6b recovers the original contents data as the customer's player 6a does 
(see FIG. 9). After the step S3 5, the current execution cycle of the program segment ends. The 
customer's player 6a is designed to upload the transfer control data representative of the transfer 
generation number (the copy generation number) to a host side each time the transfer generation 
number is updated." in col. 12, lines 25-48, this obviously would mean that each time the transfer 
generation number, and the encryption-resultant playback key data is updated, another key is 
generated, i.e. 'fourth encryption key', then fifth, sixth, etcetera. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the method of protecting digital content used in distribution taught in '208 to include a 
controlling the number of copies generated by generating a new encryption key. One of ordinary 
skill in the art would have been motivated to perform such a modification because it is desirable 
to manage copyright data see '208 (col. 1, lines 39 et seq.) "It is desirable to prevent contents 
data from being transmitted and downloaded to an illegal customer's player. Even in the case 
where contents data have been transmitted and downloaded to a legitimate customer's player, it is 
desirable to manage copying the contents data for copyright". 

As to dependent claim 18, further comprising: a tuner, communicatively coupleable 
to the conditional access module for receiving the encrypted access control information and 
the program material encrypted according to a first encryption key" is shown in '208 col. 6, 
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lines 34-48 (Note tuner is considered equivalent to a communication device that communicates 
with a satellite); 

"a third decryption module, for decrypting the program material using the first 
encryption key produced by the conditional access module; a second encryption module, 
for re-encrypting the decrypted program material according to the second encryption key; 
and a fourth decryption module, for decrypting the re-encrypted program material 
according to the second encryption key" is disclosed in '208 col. 3, line 64 through col. 4, 
line 28. 

As to dependent claim 25, "wherein the second encryption key is stored in the 
conditional access module" is taught in '208 col. 7, lines 13-38. 

As to dependent claim 26, "wherein the third encryption key is stored in the conditional 
access module" is shown in c 208 col. 7, lines 13-38. 

As to dependent claim 27, "wherein the conditional access module is releaseably 
communicative coupleable to: a tuner for receiving the encrypted access control 
information and the program material encrypted according to a first encryption key" is 
taught in '208 col. 6, lines 33-48; 

"a third decryption module, for decrypting the program material using the first 
encryption key from the conditional access module a second encryption module, for re- 
encrypting the decrypted program material according to the key" is shown in '208 col. 7, 
lines 13-48; 

"and a media storage device" is disclosed in '208 col. 6, lines 49-67. 
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As to independent claim 28, this claim is directed to the apparatus implementing the 
method of claim 1; therefore it is rejected along similar rationale. 

As to dependent claims 29, 36, 40, and 41, these claims contain substantially similar 
subject matter as claims 2, 10, 14, and 15; therefore they are rejected along similar rationale. 

As to dependent claim 43, "further comprising the step of generating the second 
encryption key in the conditional access module" is taught in '208 col. 7, lines 13-48. 
1 1 . Claims 4-14, 16, 19-24, 31-35, 37, 38, 39, 42 and 44-50 are rejected under 
35 U.S.C. 103(a) as being unpatentable over '208 in view of Atkins, III et al. U.S. Patent No. 
6,560,340 (hereinafter '340). 

As to dependent claim 4, the following is not taught in '208: "wherein the 
conditional access module on a smartcard" however '340 teaches "DHCTSE 627 includes a 
microprocessor (capable of performing DES), specialized hardware for performing RS A 
encryption and decryption, and secure memory elements. All of the components of DHCTSE 
627 are contained in a single tamper-proof package, such as a package that upon attempting to 
access the information contained within the information is destroyed. Only the components of 
DHCTSE 627 have access to the information stored in the secure memory elements. Any attempt 
by a user to gain access to any of the parts of DHCTSE 627 renders DHCTSE 627 unusable and 
its contents unreadable. DHCTSE 627 may be an integral part of DHCT 333 or it may be 
contained in a user-installable module such as a "smart card" in col. 21, lines 1-14. 

It would have been obvious to one of ordinary skill in the art at the time of the invention 
to modify the method of protecting digital content used in distribution taught in £ 208 to include 
an improved means of distributing content data. One of ordinary skill in the art would have been 
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motivated to perform such a modification because more flexible means are needed to distribute 
data see '340 (col. 2, lines 60 et seq.) "Thus, the service distribution organizations require access 
restrictions which are both more secure and more flexible than those in conventional systems. 

As to dependent claim 5, "wherein the access control information further comprises 
metadata describing at least one right for the program material" is shown in '340 col. 4, 
lines 50-61. 

As to dependent claim 6, "further comprising the step of generating the second 
encryption key at least in part from the metadata" is disclosed in '340 col. 4, lines 50-61. 

As to dependent claim 7, "wherein steps (b)-(f) are performed in response to a pre- 
buy Message" is taught in '340 col. 12, lines 39-67. 

As to dependent claim 8, "wherein the access control information further comprises 
metadata describing at least one right for the program material and the method further 
comprises the step of: generating replay right data from the metadata" is shown in '340 col. 
31, lines 7-24. 

As to dependent claim 9, "wherein the replay right dam is further generated from 
pre-buy data" is disclosed in '340 col. 3 1, lines 7-24. 

As to dependent claim 10, "further comprising the steps of retrieving the stored re- 
encrypted program material and the fourth encryption key; decrypting the fourth 
encryption key using the third encryption key to produce the second encryption key; and 
decrypting the re-encrypted material using the second encryption key" is taught in '340 col. 
6, lines 24-53. 
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As to dependent claim 11, "wherein the step of decrypting the fourth encryption key 
using the third encryption key to produce the second encryption key is performed in 
response to a subscriber request to access the program material" is shown in '340 col. 30, 
lines 38-67. 

As to dependent claim 12, "wherein the access control information further 
comprises metadata describing at least one right for the program material, the subscriber 
request to access the program material comprises buy data, and the method further 
comprises the steps of; generating replay right data from the metadata; accepting the buy 
data; comparing the buy data with the replay right data; and decrypting the fourth 
encryption key using the third encryption key to produce the second encryption key 
according to the comparison between the buy data and the replay right data" is disclosed in 
'340 col. 12, line 56 through col. 13, line 39. 

As to dependent claim 13, "wherein steps (b)-(f) are performed in response to a pre- 
buy message, and wherein: the second encryption key and the third encryption key are 
stored in a smartcard, and the replay right data is generated from the metadata sued the 
pie-buy message in the smartcard; and the steps of accepting the buy data, comparing the 
buy data with the replay right data, and decrypting the fourth encryption key using the 
third encryption key to produce the second encryption key according to the comparison 
between the buy data arid the replay right data tire performed in the smartcard" is taught 
in '340 col. 21, lines 1-40. 
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As to dependent claim 14, "wherein the re-encrypted program material and the 
fourth encryption key ate stored on a media storage device" is shown in '340 col. 7, 
lines 49-55. 

As to dependent claim 16, "wherein the temporally-variant control data associates 
an expiration time with the program material' 9 is taught in '340 col. 28, line 43 through col. 
29, line 39. 

As to dependent claim 19, "wherein the conditional access module further 
comprises: a pre-buy module, for controlling the first decryption module" is taught in '340 
col. 12, line 56 through col. 13, line 14. 

As to dependent claim 20, "wherein the access control information further 
comprises metadata describing at least one right for the program material" is shown in '340 
col. 31, lines 7-24. 

As to dependent claim 21, "wherein pre-buy module generates replay right data 
from the metadata" is disclosed in '340 col. 12, lines 39-67. 

As to dependent claim 22, "further comprising a buy module, communicatively 
coupled to the pre-buy module" is taught in '340 col. 14, lines 21-67. 

As to dependent claim 23, "wherein the buy module comprises: a purchase module; 
for accepting buy data, and comparing the buy data and the replay right data from the 
pre-buy module; and a control module for controlling the second decryption module based 
on the comparison between the buy data and the replay right data" is shown in '340 col. 13, 
lines 14-54. 
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As to dependent claim 24, "further comprising a billing module, for recording the 
buy data" is disclosed in '340 col. 40, lines 2-5. 

As to dependent claims 31-35, 37-39, and 42, these claims contain substantially similar 
subject matter as claims 4-13, and 16; therefore they are rejected along similar rationale. 

As to dependent claim 44, "wherein the access control information further comprise 
metadata and the method further comprises the step of generating the second encryption 
key at least in part from metadata" is disclosed in is disclosed in '340 col. 4, lines 50-61. 

As to dependent claim 45, "further comprising the step of: augementing the second 
encryption key with at least a portion of the metadata before encrypting the second 
encryption key in the conditional access module" is taught in '340 col. 4, lines 50-61. 

As to dependent claim 46, "wherein the access control information further 
comprises metadata describing at least one right for the program material" is shown in '340 
col. 4, lines 50-61; 

"and the method further comprises the step of : augmenting the second encryption 
key with at least a portion of the metadata before encrypting the second encryption key in 
the conditional access module" is disclosed in '340 col. 4, lines 50-61. 

As to dependent claim 47, "wherein the conditional access module generates the 
second encryption key at least in part from the metadata" is disclosed in '340 col. 4, 
lines 50-61. 

As to dependent claim 48, "wherein the access control information further 
comprises a metadata and the conditional access module generated the second encryption 
key at least in part from the metadata" is disclosed in '340 col. 4, lines 50-61. 
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As to dependent claim 49, "wherein the conditional access module augments the 
second encryption key with at least a portion of the metadata before encrypting the second 
encryption key in the conditional access module" is taught in '208 col. 7, lines 13-25. 

As to dependent claim SO, "wherein the access control information further 
comprises metadata, and wherein the conditional access module augments the second 
encryption key with at least a portion of the metadata before encrypting the second 
encryption key in the conditional access module" is disclosed in '340 col. 4, lines 50-61. 
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